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Abstract: 

This paper outlines to avoid Blackhole attacks on MANETs. In MANETs, nodes relays on the information given by the neighboring 

nodes, it assumes that nodes work without maliciously. One major challenge with the MANET is security, because MANETs are 

more vulnerable to attack. With the presence of attack, the performance of the network collapses. We present a Enhanced Blackhole 

Resisting Mechanism (EBRM) to avoid Blackhole attack, can be incorporated to any reactive routing protocol. It does not make use of 

any expensive cryptography technique or authentication mechanism. No modification to the packet formats are needed, so the 

overhead is a small amount of calculation at nodes.   
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1. INTRODUCTION 

 

A mobile ad hoc network (MANET) is a decentralized, self- 

configuring, infrastructure-less network of mobile devices 

connected wirelessly. In a MANET, mobile units are responsible 

for routing their own data, here each nodes acts as both sender as 

well as receivers. Moreover the proposed protocol must be 

robust to withstand any changes in the network. And other major 

issues in designing routing protocols are bandwidth constrained, 

resource constrained nodes and error prone wireless channel [1]. 

MANET routing protocols are broadly classified into proactive 

and reactive routing protocol. In proactive routing protocols, 

each node maintains one or more tables contain routing 

information.  
 

In reactive routing protocols, routes are created whenever a 

source requires sending data to a destination node means that 

initiated by the source on demand [2]. This paper concentrates 

on reactive routing protocol because of the efficient resource 

utilization. Due to unique characteristics, MANET is becoming 

more and more widely implemented in the industry. Network 

security is the major application for MANET. Among attacks on 

MANETs, one major attack is Blackhole attack.  Most solution 

concentrates on cryptography techniques used to ensure the 

authenticity and integrity of routing messages [5]. A major 

concern is the trade-off between security and performance, given 

the limited resources available at many MANET nodes. 
 

 In addition to the power and computation cost of using 

cryptography techniques, the performance of secured mechanism 

is worse than non-secured in the presence of some attacks [3]. 

This paper introduces an Enhanced BRM technique to avoid 

Blackhole attacks on MANETs. Each node in this mechanism is 

responsible for monitoring the behavior of its neighbor to detect 

the malicious nodes and avoid using them.  The rest of the paper 

is organized as follows. In section II about AODV and the effect 

in the presence of blackhole attack is presented. Section III 

contains the related work. In section IV, concentrates on our 

proposed technique to avoid blackhole attack on MANETs. 

II. ABOUT AODV AND EFFECT IN 

 

The presence of Blackhole attack AODV [12] is a reactive 

protocol. In order to ensure the freshness of the route it makes 

use of destination sequence number. To find the path to a 

destination, node broadcast the route request (RREQ) packet to 

its neighbors. The nodes which receives this RREQ checks 

whether the requested IP and its IP is same or not. If not same it 

again broadcast. This process continues until it reaches the 

destination. When the intended destination receives the RREQ, it 

creates a unicast reply by sending a route reply (RREP) packet 

along the reverse path established at intermediate nodes during 

the route discovery phase. Like this the source node receives 

many replies and it selects the first responded RREP. And the 

source node makes use of this for sending the data packets to the 

destination. When any breakage due the mobility of nodes, then 

its upstream neighbor will notice route breakage by propagating 

a route error (RERR) packet. In the presence of Blackhole attack 

the performance of the network falls down [2]. Blackhole attack, 

a malicious node receives the RREQ packet from any other node 

and sends a fake RREP, saying that it found the requested 

destination with less number of hops and high sequence number 

i.e., found the best  route. If the source node agrees and start 

sending the data packets then all the data packets will be 

dropped. In MANETs a node has no way of detecting whether 

the neighbor that sent RREP is malicious or not. 

 

III. RELATED WORK 

 

Since the on-demand routing protocols were introduced, many 

enormous algorithms were proposed to comfy MANET against 

Blackhole attack. Most of the solution concentrates on 

cryptographic technique to comfortable the routing packets. 

Even as these solutions introduce high immunity to the 

Blackhole attack, community nodes be afflicted by the excessive 

computations required which does not fit the characteristics of 

MANET. Other answers recommend amendment to the routing 

protocols by adding some packets, enhancing the prevailing 
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packets or converting the manner of those protocols. S. Lee [7] 

proposed an answer that modified the AODV routing protocol 

through introducing new packets; the route conformation request 

(CREQ) and route conformation reply (CREP). An intermediate 

node has to ship CREQ to its nexthop node toward the vacation 

spot node further to RREP to the source node. Upon receiving a 

CREQ, the next-hop node seems up its cache for a route to the 

vacation spot. If it has a route, it sends the CREP to the supply. 

After receiving the CREP, the source node can verify the 

validity of the course by comparing the route in RREP and the 

one in CREP. If each are coordinated, the supply node judges 

that the direction is appropriate. One downside of this method is 

that it cannot avoid the cooperative blackhole assault if 

consecutive nodes work collectively as the first node requested 

its next hop node to send CREP to the source. N. Choudhary [4] 

brought a solution that based on sensing the wi-fi channel. This 

technique assigns a max agree with price to all its neighboring 

nodes. A node will no longer do any further communication with 

a neighbor whose trust fee is less than min believes value. when 

a source node gets a RREP message, it updates its routing desk, 

starts off evolved transmitting the facts packets and inserts a 

completely unique series wide variety with every transmitted 

statistics packet.  

 

when a node forwards a records packet, it sets a timer and listens 

to the wireless channel in promiscuous mode to ensure that this 

packet is forwarded via a subsequent hop neighbor. While the 

timer expires without hearing the retransmission of this packet, 

the node reduces the believe cost for its subsequent hop node. 

trust value records is up to date and disseminated to different 

neighboring nodes. If they believe cost of a node decreases 

below min consider value, it is going to be isolated through all of 

the nodes within the community. Mohamed .A [8] introduced a 

solution that makes use of BRM algorithm, introduces two new 

variable trust level and confidence level. For the first two 

RREQs the algorithm stores the RREPs time taken. The 

confidence level of the node is decremented when the time taken 

for the RREPs is less compared to the previous two replies. And 

once the confidence level of the node becomes zero than that 

node is discarded. But the route reply time depends upon the 

traffic in the network and resource available. And also the 

resource utilization is not done efficiently, it consumes extra 

battery power, bandwidth, computations. N. Mistry [6] 

introduced a solution that depends on analysing all received 

RREP.  

 

As source node receives first RREP, it waits MOS WAIT TIME 

seconds to receive multiple RREPs. During this time, the source 

node saves all the received RREPs in a table. Thereafter, the 

source node makes an analysis of all stored RREPs from the 

table, and rejects any having very high destination sequence 

number and considering its sender as malicious. The remaining 

entries in the table are arranged according to their destination 

sequence number and the node with the highest number is 

selected. This technique also records the identity of suspected 

malicious nodes to discard any upcoming control packets 

received and/or forwarded from/to that node and a routing entry 

for that node will not be maintained. The algorithm introduces 

high end-to end delay as nodes have to wait for multiple RREPs. 

 

 

IV. EBRM-AODV PROTOCOL 

 

EBRM is designed to mitigate the impact of the blackhole 

attack. The mechanism uses the idea of protocol trustiness to 

classify the node is malicious or not. The mechanism does not 

make use of any cryptographic techniques which conserves the 

electricity and computation assets. Furthermore, the mechanism 

neither adds new routing packets nor modifies the present ones. 

 

 
Figure.1. FSM of node trust level 

 

Every node within the network has to display the performance of 

its friends to hit upon if any misbehave as blackholes. A node 

periodically sends a fake RREQ from a nonexistent supply node 

to a non-existent destination node. If a node gets a RREP to its 

faux RREQ from one among its friends, the node turns into 

certain that this neighbor is a blackhole node. As soon as a node 

joins a community, its status is normal by default and it updates 

this to trust stage or blacklisted based upon reception of replies 

to its faux RREQs. A node implementing the Enhanced 

Blackhole Resisting Mechanism behaves as follows: 

 

 Each node identifies its one hop neighbors using 

HELLO Exchange. This makes use of user datagram protocol 

(UDP). Each identified one hop neighbors are set with a 

variable/parameter i.e., “node status level” and initialized to its 

default values i.e., “Normal”. 

 

 A node periodically sends a fake RREQ from a random 

non-present supply node to a random non-existing destination 

node. 

 

 Initially the node status is normal by default. The 

neighboring nodes send the fake RREQs at random time 

between MIN_NORMAL and MAX_NORMAL. If a node 

receives a reply to its fake RREQ, then the node is marked as 

blacklisted. And if no replies to two fake RREQs then the status 

is upgrades to trust. To trust nodes, sends fake RREQs at random 

time interval between MIN_TRUST AND MAX_TRUST.  

 

TABLE.1. EBRM-ODV PARAMETERS 

RREP_VALIDATE 5 s 

MIN_NORMAL 30 s 

MAX_NORMAL 90 s 

MIN_TRUST 90 s 

MAX_TRUST 150 s 

 

 The algorithm does not make use of any TTL value for 

the fake RREQ. This is because if the node is authorized than 

it discards the received fake RREQ packet. If not it creates a 

reply for the fake route request packet.  
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 Then the DSR (Dynamic Source Routing) protocol is 

used find the route from the original source to the original 

destination. The source node creates a Route Request Packet 

(RREQ) and broadcast it. The broadcasting packet contains 

information about the destination address, source address and 

nodes which are all carrying the information. For broadcasting 

it makes use of user Datagram protocol (UDP). The request is 

flooded until it reaches the destination.  Once it reaches the 

destination it gives the route reply or the acknowledgment to 

the source node. The RREP packet created is unicasted to the 

source node. 

 

 After that the optimal path is selected for the 

transferring of the data packets. This optimal path is free from 

all malicious nodes.  

 

V. CONCLUSION  

 

The paper delivered a new idea of Enhanced Blackhole Resisting 

Mechanism (EBRM) that can be included into any reactive 

routing protocols in MANET. The proposed protocol does not 

make use of any cryptography techniques which conserves the 

strength and computation assets. The algorithm makes use of 

resources very efficiently; this plays a very important role in 

MANETs. As MANETs contains limited resources. Future work 

includes extending this concept to other reactive protocols, and 

confirming its general applicability. 
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